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Summary

Discussions were held in Stockholm, Sweden during 3 – 7 November 2002 to obtain information on commercial information technology products that could be of interest to US military organizations.  These discussions included Swedish and Finnish industry and Swedish military organizations and emphasized services that could be provided to users on-the-move, with global roaming capability, and with security features consistent with military needs.   Specific interest was in systems and services that could support operations such as counter-terrorism, homeland defense, and combined military and civil contingencies. 

Several new products were shown and demonstrated, and ongoing research and development was discussed with the commercial, academic, and government participants.  These discussions showed that the potential for use of commercial systems and services by the military is becoming more attractive as the commercial systems continue to evolve toward global, mobile, wideband services.  They also showed that significant security concerns still exist and may not be addressed by the commercial sector to the degree needed by the military.  Collaboration between the commercial and military sectors might help resolve some of the issues since it appeared that the commercial sector could be eager adopt new security features even if they are not willing to invest in the initial research and development.

Background

Commercial information technology has a definite role in support of military operations, in particular the commercial systems offer increasing capabilities for on-the-move operations and for robust and secure services.  New products such as GSM-R, Ericsson Response, Sectra Tiger Phone, etc are examples of commercial technologies that address capabilities very similar to the military vision for network centric operational capabilities.

During the Workshop on Commercial Information Technology for Military Operations during June 2002 (CITMO 2002), some of the opportunities and issues related to the use of commercial IT by the military were discussed.  The results of that workshop generated interest within several US Navy organizations for further exploration of the potential to use existing and emerging products.  Discussions were arranged with a number of Swedish and Finnish organizations to obtain more information and to consider evaluation of the commercial concepts and products for operational use.

One of the critical issues discussed during CITMO 2002 was the concern that commercial products might not provide the degree of security and robustness required by the military.  The discussions during this visit were focused to a great extent on these issues, including demonstrations of security devices and demonstration of real-time penetration (within legal constraints) into wireless networks.  Additional concerns during CITMO 2002 addressed the power source problems when operators must use network devices while on-the-move, and this was also a motivation for the visit.

The visit was made to Nordic countries because of the leadership that their industries have taken in advancing the state-of-the-art in mobile information technology.  Ericsson and Nokia are leaders in this area, specifically for “Global System for Mobile Communications” (GSM), and Siemens in Sweden is a leader in the development of GSM-R (railway version) technology.  Further information on emerging wireless information technology can be found in the report on emerging third generation wireless technology, located on the ONR LAN, for internal use only.  US Government users can obtain a copy of this report from hmarsh@onrifo.navy.mil.

Participants and Agenda

The following US representatives participated in this visit:

Mr. Stephen Brown, Space and Naval Warfare Command (SPAWAR)

Mr. Jake Hodges, Eumetria (for ONR and other Navy Commands)

Dr. Howard Marsh (Office of Naval Research International Field Office)

Mr. Randy Scott, SPAWAR Systems Center, San Diego (SSC SD)

Mr. Gary Toth, Office of Naval Research

The following agenda was arranged by Mr. Goran Johnson of IDG Europe AB:

4 November

· IDG Europe AB – power sources, deployable sensor grid, portable computing devices

· Ekelow InfoSecurity AB – penetrability of wireless networks, including demonstration of on-the-move penetration of existing networks

5 November

· Swedish National Communications Security Authority – infosec policy and certification processes

· Swedish Defence Materiel Administration – IT device experimentation and planning for acquisition to support Swedish network centric concepts

· Sectra Communications AB – information security devices for wireless systems, including NATO Secret applications

6 November

· Siemens AG – GSM-R (Railway version of GSM) demonstration and discussion

· Business Security AB – procedural implications in wireless security

· Ericsson Microwave Systems AB – GSM (and 2.5 generation) wireless systems and services, emphasizing Ericsson Response, a tactically deployable GSM infrastructure

7 November

· Nokia Networks OY – new portable devices and infosec

· Helsinki University of Technology – research on information security and robustness in mobile wireless networks, including research on ad hoc mobile user networks

· Swedish Defence Research Agency – research on network centric concepts

Discussion

The discussions and demonstrations provided visibility into a number of new products that could be of interest to the US Navy, Marines, and other organizations.

IDG Europe provided information on their portable power sources and deployable unattended sensors for deep surveillance.  They have extensive background in providing integrated packages for deployable military and civil organizations, and their “daylight power sources” are the most efficient and cost effective of any commercially available product.  The Navy participants had interest in these power sources, and discussions are now under way to obtain three versions for demonstration and evaluation with currently deployed operational forces.  The deployable, unattended sensor grid was also of interest.  It is part of a proposed new system being considered by the Swedish forces, and it includes optical sensors, radio network, and remote control station.  The unattended elements can also be used with human-worn elements in an extensive network of sensors and operational personnel.  This technology could be of interest to the US Navy and Marines as potential equipment in an expeditionary sensor grid.

Security of wireless systems was another main focus for the visit, and both positive and negative aspects were discussed in detail.  From the viewpoint of information security (INFOSEC), it appears that devices such as the Sectra “Tiger Phone” family of equipments and the Nokia embedded security can provide high quality protection of the information itself.  In fact, Sectra’s products are certified to NATO Secret and are in use by forces in Europe, including NAVEUR and other US commands.

Sectra Communications AB demonstrated a new product that was just being announced that day.  They have evolved the basic “Tiger Phone” architecture to a relatively flexible configuration in which the communications element (cell phone, or satellite phone, or any other networking service) can be physically separated from the security device.  Their architecture has established a very distinct separation between those elements, even in the integrated Tiger Phone itself. Therefore, the movement toward physical separation was easily supported and maintained all the required information security features with a possible exception of interceptability of the Bluetooth link between the two devices.  That could allow penetration of routing/switching information even if the external communication link were subsequently covered by TRANSEC.  This visit did not deal directly with that issue, but it should be covered in future discussion.  The new Sectra family of products provides a very user-friendly interface terminal that can connect (via Bluetooth in the system that was demonstrated) to any communication device that has the appropriate wireless or wired interface.  Sectra intends to work with users to configure the human-system interface device with appropriate applications based on user preferences.

Nokia also discussed security capabilities.  In their systems, the security is embedded in the handset and provides relatively robust protection, using triple DES.  Discussions did not address key management or potential military use outside of Finland.  Since both the Nokia and Sectra systems appear to use triple DES, and since the users provide the security chip used in each of them, it might be possible to establish interoperability across these two environments.  That possibility was not discussed, but it could be a topic for future discussions if the two commercial organizations could agree to participate in such a meeting.  Obviously, the competitive and proprietary issues could prevent this.

Even though commercial INFOSEC capabilities appear to be significant, the issue of wireless network protection remains a major concern due to exposure of the radio emissions.   This concern was addressed in the meetings with Ekelow InfoSecurity AB and Business Security AB.   The ability to penetrate commercial wireless networks was demonstrated during a drive from Lidingo to Stockholm.  The ease with which those networks could be penetrated was obvious, even when they implemented INFOSEC technologies and practices.  This penetrability is a definite concern for operations security (OPSEC) as well as for system intrusion and denial of service.  While there appear to be some devices and techniques for protecting against these types of threats, the wireless environment offers so many opportunities for intrusion and eavesdropping, that issues are likely to remain for any network that doesn’t implement robust transmission security (TRANSEC) to protect the radio emissions, in addition to INFOSEC to protect the information.

Tactically deployable infrastructure was a principal interest in several of the discussions, particularly with Ericsson and Siemens.  Both of these companies produce GSM infrastructure that can be installed in vehicles.

The discussion with Siemens did not address mobile infrastructure to any great extent.  However, prior discussions with Siemens UK did identify tactically mobile infrastructure, including mobile GSM nodes that are currently in use in the Balkans.  During the current meeting with Siemens, the subject was GSM-R, the version of GSM used by the railways.  GSM-R augments basic GSM by providing features that allow it to become an operational C2 network rather than just an information transport network.  Those features include push-to-talk, call groups (i.e. functional or geographic subnets), multi-level precedence and preemption, and increased assurance of service.

The discussion with Ericsson addressed a system called “Ericsson Response”.  This is a version of GSM that is installed in a vehicle and can provide a tactically mobile set of base stations for establishing GSM service in an area where it either doesn’t exist or has been destroyed.  The equipment that was shown during the visit was installed in a trailer and included the GSM base transceiver station, the GSM switch, and a commercial satellite communications (SATCOM) capability.  This equipment was basic GSM with a data throughput per channel of 9.6 kbps.  Higher rates can be obtained by bundling individual GSM connections, and the overall capacity of the node is so large that such bundling would still allow a very large number of users to operate simultaneously in each cell.  The equipment in this trailer could easily be installed in a ship, and several such ships could establish a sea-going deployable GSM network.  That network could also connect to tactical nodes ashore or to commercial networks.  Trunk circuits among the nodes could be by microwave, SATCOM, or line-of-sight packet radios such as the AN/VRC-99 or Joint Tactical Radio System wideband units when they are available.

In addition to the meetings with industry representatives, several discussions were held with Swedish military organizations, and a brief discussion was held with a professor from the Helsinki University of Technology (HUT).

The discussions with the Swedish military personnel addressed the use of wireless information networks as part of the evolving Swedish concept for network centric operations.  Sweden has a security classification policy that is being reviewed in the context of network centric concepts and requirements.  They have a very well defined policy for information access according to security clearance and need-to-know, and their operational procedures adhere to this policy to the “letter of the law” as opposed to other nations that allow access to a wider set of information within the appropriate classification level, relying on the users to restrict their attention to information that they need for their missions and functions.  The current Swedish policy, if rigidly enforced, would make a network centric grid very difficult to implement.  They would have to provide partitions within each security classification level, so that each user would have access only to needed information.  This could be an extremely complex security architecture, and it is doubtful that it could be supported in a real world operation.  The Swedes are currently reviewing their policies and requirements and appear to be considering how to adapt current policies to meet the realities of the network centric environment.

The discussion of research at HUT provided insights into some very interesting areas and will likely result in further efforts to collaborate.  Specific research that was discussed was in the following areas:

· packet-level authentication and verification

· handling of incomplete trust and compromised nodes

· mobility management in wireless ad hoc networks

· group key management

· ad hoc based core networks

· context aware management layer and policy manager

Each of these areas overlaps to some degree with ONR interests and with research currently being funded by ONR and other DOD organizations.  The potential for collaboration with these US efforts will be discussed further, and a meeting at HUT will be planned for early in 2003.

Conclusion/Finding

The visit was interesting and productive in several respects.  In addition to gaining visibility into new commercial IT products, the discussions raised opportunities for immediate collaboration for testing and evaluating products that could be useful to forces currently deployed as well as other products that could be obtained for use in the very near term.  The discussions also dealt with research that addresses objectives of naval and DoD objectives as well as commercial objectives.  Additional actions to take advantage of some of these opportunities are now being discussed.
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